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Abstract—A fundamental tradeoff in MAC protocol designfor
wir elessad hoc networks is betweenproactive and reactive coor-
dination, where the latter is usedto resole accessonflicts whose
severity is determined by the former. In this paper, we describe
Cliqgue-BasedRandomizedMultiple Acces{CRMA), adistrib uted
MAC protocol for wirelessad hoc network applications. Of the
many objectivesin MA C designfor this application, CRMA places
strongestemphasison (i) energy efficiency and (ii) reliance only
on local (one-hop) connectvity information. CRMA forms col-
lections of nodes,or cliques, separatedby one hop, and provides
the proactive coordination required for clique membersto syn-
chronizetheir wake-sleepcycles. Each clique selectsa slot in the
clique’sframe pseudo-randomly sothat that no proactive coorda-
tion betweencliquesis required. Tolimit potential accessonflicts,
CRMA can exploit bandwidth via frequencyhopping or spread
spectrum coding; thesealso provide robustnessto multiple-access
interfer ence,exogenousnterfer ence,and frequencyselectvity. It
alsoallows the useof multiple or multi-channel radios to increase
performance. With a slight amount of additional proactive coor-
dination, CRMA can also employ what we call predictive conflict
resolution, wherein clique members predict accessconflicts and
resole them aheadof time.

I. INTRODUCTION

IRELESSsensomnetworks,aswell asotherad-hocsys-
temsthat network enegy-limited nodes have different
constraintghanwired networks[1], andnecessarilplacemore
emphasison somecharacteristicsvhile simultaneouslycom-
promisingin other areas. For example, unlike in wired net-
works, it is neitherpossible(nor, often, desirable)for a node
to completelyseizethe channelresource Wirelessnetworking
ofteninvolvesnodeswith significantenegy consumptiorcon-
traints. For this reasona prominentdifferencebetweernwired
andwirelessnetsis thatlateng, throughputandbandwidthef-
ficiengy areoftentradedfor enegy efficiencgy in thelatter.
MAC (mediaaccessontrol) protocolsfor wirelessad hoc
networks must balancea large numberof conflicting goals.
In additionto delivering sufficient enegy and bandwidthef-
ficiengy, they should
« provide acceptabldateng andthroughput
« bescalablewith network size
« admitenepgy-awarerouting
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« be robust to node failures and changesto the network

topology

« be PHY layer aware, exploiting time, frequeng, space,

andanglediversityif available

« supportrobustnesgo interferenceatthe PHY layer

« be scalablewith noderesourcege.g., multiple or multi-

channeradios).

Thislist illustratesthe recentre-avakeningof interestin cross-
layerinteractionin wirelessnetworking. Looking upwardfrom
theMAC layer, it is clearthatthesameconnectvity information
usedin routing mightimprove MAC eneqy efficiengy. In the
otherdirection theintegrateddesignof MAC andPHY layersis
well-establishedFor example,spreadspectrummodulationis
commonlyusedto mitigatethe combinationof multiple-access
interferencefrequeng selectvity, andexogenousnterference.
Oneof thepurpose®f this paperis to describea MA C protocol
whosedesignis informed by both requirementsand assetsat
neighboringnetwork levels.

Cornventional taxonomiesplace MAC protocols into two
classeghybrid stratgiesarealsopossible)2]:

1) thosethat avoid channelcontentionusing deterministic
algorithms(e.g.,TDMA) usingeitherafixedor dynamic
assignmentand

2) thosethat resolvecontentionwith randomaccesgech-
nigues(e.g.,CSMA protocols).

A secondevel of classificatiomormallycitedis whetherthe
algorithmis centralizecbr decentralizedSincecentralizedoro-
tocols scalepoorly in multi-hop networks and in geographic
distanceandnumberof nodeswe consideronly distributedpro-
tocolshere.

ThefundamentaMA C-layerdesigntradeof in ad-hocwire-
lessnetworks is betweencoorination and contention Rout-
ing algorithmscan be classifiedinto proactie or reacte [3].
Similarly, MAC-layercoordinationcanbe further divided into
proactivecoordination during an organizational(or planning)
phaseand reactive coordination during the network’s opera-
tional phase. Greaterlevels of proactive coordinationimply
lesscontentionandhencedessneedfor reactve coordination.

A greater degree of proactve coordination also implies
greaterenegy consumptiorin the organizationaphasewhile
lessimplies morereactie coordination(landmoreenegy con-
sumption)in the operationalphase. At one end of this con-
tinuum are ALOHA and carriersensemethods(in, e.qg.,[4]),



which are reactve mechanisms. Slotted ALOHA improves
over ALOHA in boththroughputandeneny efficiency by em-
ploying amodicumof proactive coordination:synchronization.
Carriersensemethodsprovide lightweight reactve coordina-
tion in that randombacloffs explicitly acknavledgethe pres-
enceof otherusers.Unfortunately randomaccessnethodsex-
hibit very pooreneny efficiency, sincethey preventnodesrom
sleeping—thédestform of enegy conseration.

At the otherextremeof the coordination-contentioontin-
uum areresenation-basednethodssuchas TDMA [5] which
avoid contentionas muchas possibleby usinga greatdeal of
proactive coordination. The appropriateamountof proactve
coordinationis drivenby thedynamicsof the physicalnetwork
topology andthe traffic statistics. For example,high dynam-
icsandlow traffic levelsimply thatbandwidthandenepgy con-
sumedduringthe planningphasewould belargely wasted.

Il. RELATED WORK

Most MAC algorithmsfor wirelessad-hocnetworks attempt
to strike a balancebetweenpure proactionor purereactionin
orderto allow nodesto sleepwhile still limiting the amountof
proactive coordination.In therecever-orientedprotocolof [6],
nodesadwertisewhenthey will belistening,andothernodesco-
ordinatetheirtransmissionaccordingly If multiple nodeswish
to sendto a node,they mustresole contentionvia RTS/CTS.
Thework of [7] usesa greaterdegreeof proactve coordination
to avoid contention Nodesinvite othernodego form links, and
linked nodesthen cooperatdo chooselocally contention-free
time slots. Someform of diversity (e.g., frequeny hopping)
canthenbe usedto softencontentionfrom nearby interfering
nodes.

A useful MAC stratgyy is local proactive coorination:
nodeswithin one hop of eachother proactvely coordinateto
somedegyree, while a reactve mechanismhandlescontention
from othernodes.One advantageof this is scalability In this
paper we introduceCliqgue-BasedRandomizedMultiple Ac-
cesqdCRMA), aMAC algorithmthatreliesonbothlocal proac-
tive coordinationandreactive coordination. A primary objec-
tive of CRMA is to rely on simple, one-hopinformation, yet
provide extremely good enegy efficiency. CRMA employs a
type of randomizednot random)accesghat simplifies proac-
tive coordinationand providesrobustnesgo channeldegrada-
tions suchasfrequeng selectvity andinterference.However,
within local groupsof nodescalledcliques,accesss determin-
istically scheduled.

In comparisorwith the protocolsof Sohrabiand Pottie[7]
and Ye et al. [6], our approachusesmore proactve coordi-
nationthan[6], but lessthan[7]. By usinglesscoordination,
CRMA hasmorepotentialcontention but this canbereduced
by makingmorebandwidthavailable.Like CRMA, [7] haslow
bandwidthefficiency, asmentionedn [6]. However, sensonet-
work applicationgypically requireonly low dataratelinks, en-
abling the aggressie tradeof bandwidthefficiency for enegy
efficiency.

Three major features distinguish CRMA from previous
works. The first is the conceptof cliques a nodes cliques

are subsetsof its set of one-hopneighborsthat it may wish
to communicatewith. A cliqgue determinesmeeting times
much as peopledo: the membernodesagreeto a pseudo-
randomly determinedfuture time interval (and, optionally, a
frequeng and/ora direct-sequencspreadspectruncode,both
also pseudo-randomlgetermined)at which to communicate.
Cliquesgeneralizehe notion of links, allowing multicastsand
broadcasts additionto unicastsUnlikerecever-orientedpro-
tocols, the useof cliquesin CRMA implies that transmitters
andreceversarecoordinated This enablesxtremelyhigh en-
ergy efficiengy: a nodeawakens(andhenceconsume£negy)
for communicatiorduringa givenslot only if it is time for the
cligueto meet. The protocolof [6] alsoformsgroupsof nodes
calledvirtual clustersput only for time synchronization.

Nodesusingthe SEEDEX protocol[8] alsopublishthe out-
putsof apseudo-randomumbergeneratoto implicitly resene
slots. Theseslotsarefor listeningonly. SEEDEXwasdevel-
opedwith the goal of improving pernodethroughputin large
networks, but can also be usedto improve enegy efficiency.
SEEDEX doesnot incorporatecliques, so transmittersmust
contendfor a nodes listening slot. CRMA also employs the
additionalcoordinatiorinfrastructureof frames sothatperhop
latengy canbebounded.

The seconddistinguishingfeatureof CRMA is its ability to
cleanly exploit multiple communicationresources. The PA-
MAS protocol[9] is designedor anair interfaceconsistingof a
datachannelanda dedicatecdcontrol channel.This form of re-
active controlunderpinsasimplemessagingtructureto inform
neighboravhenthey cansleep but usesadditionalenegy. The
protocolof [10] usestwo radiosper nodeandcanwork at re-
ducedcapacityif onefails, butis basednlocal polling. CRMA
efficiently usesanarbitrarynumberof multichannelradiosper
nodeandadmitsgracefuldegradationin casef failure.

The third featureis what we call predictiveconflict resolu-
tion. We usethe term conflict resolution,ratherthancollision
resolution,to indicatethat clique meetingsarerescheduledo
that no collisions (actually conflicts of a certaintype) occut
SectionV describesanapproachthatemploys a smallamount
of additionalproactive coordinationto predictand avoid most
conflicts.

I1l. THE BAsic CRMA ProTocoL

We assumehateachnodein thenetwork (perhapsfterroute
discovery hascompleted)containsa list of its one-hopneigh-
bors,andthateachnodeis synchronizedvith its neighborsso
thattime canbe slotted.

Eachnodethenforms membershipsn a numberof cliques
(subsetof one-hopneighbors).We will describethisin detail
in SectionlV; for the momentit is sufficient to considerthe
setof two-nodecliques(eachconsistingof thenodein question
anda neighbor).

Time for eachclique is divided into frameswhich contain
N fixedtime-durationslots. In generala frameconsistof N,
time slots, N frequeng, and N, codedivision multiple access
(CDMA) slots,sothatN = Ny N¢N.. Theseslotscanbemade
orthogonal,meaningthat a collision occursonly whentwo or



morenodestransmitat the sametime, frequeng, andwith the
samecode.ln mary casesgdueto costor bandwidthconstraints,
Ny=1orN,=1.

Eachnodethencontactgshe membersof eachclique ¢, and
they cooperateo distribute a commonpackageof information,
consistingof (1) a pseudo-randomumbergenerato(PRNG),
(2) aninitial seed,and(3) a start-of-first-frametime somein-
tenal in the future. The membersof the clique updatetheir
PRNGS eachframe,thusagreeingon acommonslot n, in the
next frame.

IV. CLIQUE SELECTION

Since,by definition, eachnodemay only communicatewith
its one-homeighborsthemostobviousarrangemenfior anode
isistoform acliquewith eachof its one-hopneighborsThere-
fore, eachclique consistf only two nodesasshawn in Figure
1, andis logically a point-to-point(unicast)link. If anodehas
n one-homeighborsthenit canjoin upton unicastliques.To
ensurecontention-freeaccessluring the clique’s meetingtime
only oneof the clique’s memberanay transmitat a time. This
canbe accomplishedy definingtwo distinct cliquesfor each
pair of nodesor by simply dividing themeetingtime in half and
allowing eachnodeto transmitonly in their respectre half.

In multicastcliques(cligueswith > 2 membersy master
slave arrangemeris moresuitable wherebytheclique hasonly
one masterwho controlsaccesgo the channel—slaes speak
only whenspolento. If theapplicationrequiresbroadcassup-
portin additionto the point-to-pointlinks thenumberof cliques
thateachnodebelongsto increasedo 2n + 1 sincenow each
nodemustkeeptrack of a point-to-pointclique andbroadcast
cliguefor eachof its neighborglusabroadcastliquefor itself.
For example,in the caseof Figure 1, nodeA would becomea
membeiof 7 cliques:threepoint-to-pointcliqueswith nodesB,
C, andD, threebroadcastliquesduringwhich it mustwakeup
and listen for broadcastdérom B, C, and D, and a broadcast
cligue duringwhich it transmitsto nodesB, C, andD simulta-
neously Someapplicationsmay notrequiredenseconnectvity
amongnodesin which casethe numberof cliqueseachnode
belongsto may be substantiallyreducedthrougha methodof
selectve attachment.

V. PREDICTIVE CONFLICT RESOLUTION

Sincethe numberof slotsperframeis finite, two cliqueswill
occasionallyschedule conflictingslot. Therearetwo typesof
conflictsthatcanoccurin CRMA. To analyzethis we startwith
a definition: two cliquesare saidto intersectif they shareone
or morenodes.Thusall cliquesthatanodebelonggo intersect.
This is alogical intersection;non-intersectingliquescanstill
interferephysically Hard conflictsoccurat a nodewhenthe
numberof intersectingcliquesreservingthe sameslot exceeds
the numberof availableradios. For the purposeof this paper
we definea radio asan air interfaceinstrumentthat cantrans-
mit or receve (but not both) oneinformationstreamandstores
paclets,meaningt implementsPHY, MAC, andLLC process-
ing. (Notethatthe useof orthogonakodessuchasWalshcodes
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Fig. 1. Exampleadhocnetwork; point-to-pointcliquesshavn.

would permit multiple transmitstreamsper radio.) Softcon-
flicts occurwhenneighboring hon-intersectingliquesusethe
sameslot. While soft conflicts resultin collisions, they may
not be catastrophicsincepacletsfrom two geographicallydis-
persednodesstill may not resultin fratricide at the intended
recever(s)dueto channelossegpropagationshadaving, and
fading)andthe captureeffect.

Hard conflictscanbe preventedusingpredictiveconflictres-
olution. In PCR,all nodesin a clique individually look ahead
anarbitrarynumberof framesto predictif conflictswill occur
If a conflictis found by ary nodein the clique, it (1) substi-
tutesa conflictresolutionseedfor the framein which the hard
conflictoccurs,updateshe PRNG,andchecksif theconflictis
resoled. If not,it keepaupdatingthe PRNGandcheckinguntil
it is. Thenit notifiesthe othermemberof the clique who per
form the sameseedsubstitutionand numberof updates.This
notificationis performedar enoughin advancefor all theother
nodesin thecliqueto positively acknavledgethe change.

For example,suppose hodepredictsa conflict betweerntwo
of its cliques. It thenchooseoneof the two cliquesandem-
ploystheconflictresolutionseedn the PRNGuntil the conflict
is resohed. Whenit is, it notifiesthe othermembersof that
cligue of the (future) framein which the conflict occurs. All
memberghenusethe conflictresolutionseedor determination
of anew slotin thatframe.Theupdatectonflictresolutionseed
isthenstoredfor lateruse(whenthenext conflictis discovered),
andthedefaultseeds recalledfor use.

Thenewly choserslot may; with averylow probability, also
conflict with slots selectedby other non-intersectingcliques.
Whenthis occurs,the nodethat finds sucha conflict will then
initiate the sameprocesswith arny of the conflicting cliques.
Clearly, if thenetwork loadis light andonelooksfarenoughin
adwance mostpredictedcollisionscanberesohed.

Implementatiorof PCRinvolvesnggligible additionalcom-



putationalload. The future slotsthatmustbe computedusing
the PRNGS would have beencomputedater. The additional
load comesfrom the searchfor conflictsand—whenra conflict
is discovered—theadditionalupdatesof the PRNGS with the
conflict resolutionseed. PCR also requiresallocationof ad-
ditional memoryfor tablescontainingthe future slots. Hence
PCR requiresadditional proactiely allocatedresourcedpri-

marily memory),aswell as more reactve computationto re-
solve predictedconflicts.

There are a numberof possibilitiesthat require lessreac-
tive coordination. The simplestapproachis for all conflicting
cliguesbut oneto go to sleepduring the conflicting slot. This
sareseneqy, but alsocausesadditionallateng. Anotherpos-
sibility is a one-shotattemptat collision avoidance:ratherthan
usea conflict resolutionseed the nodescansimply chooseto
claimthepreviousor next slotin thatframe:if N is large,then
thiswill usuallyresohe the conflict. However, neitherof these
approachesanguaranteeesolutionof a conflict.

V1. DYNAMIC RESERVATIONS

The basicCRMA protocolprovidesa methodfor acliqueto
claim a slot (or, by simpleextension,a fixed numberof slots)
perframe. The computationabndmemoryinfrastructureused
for PCR canalso be exploited for demand-basedlaimson a
variablenumberof slots. If a nodeneedsto sendtraffic at a
higherrate to a given clique, it can claim additionalslotsin
a future frame as follows. It first chooseghe slots (perhaps
randomly),thenchecksfor hard conflicts. If the new slotsdo
not conflict with othercliquesin thatframe,the nodeinforms
the othermembersof the clique of the new plan. The newly
claimedslotsmayconflictwith slotsalreadyclaimedby cliques
thatintersectatthecliguemember®f theoriginatingnode.The
effect of this conflict propagatiorwill be worsethanfor PCR,
since more (ratherthan just different) slots are claimed. For
this reasonthe protocolcanincludea vetoby clique members
if desired.

VIl. PERFORMANCE ANALYSIS

For a fixed numberof cliquesin an area,the probability of
conflictsgoesdown asthe numberof slotsincreaseslLet c; be
thenumberof cliquesintersectingatnodej with r; radios.As-
sumethatthe setof all PRNGS5 generatea setof mutuallyin-
dependenprocessethatarealsotemporallyindependentAs-
sumealso that the numberof slots N is commonacrossall
cliques. Let the probability that all ¢; cliquesintersectingat
nodej communicatdree of hardconflictsin oneframeof N
slotsafterk PCRupdatese denotechy

p(j) (¢j,ri, N, k).
freep V7273070
For thecaser; = 1 andno PCR,this probabilityis

N!
(N — C]')!ch )

(7)

pfreeH(CJJ 1)N7 O) =

Whenr; > 1, the numberof radiosis not the only limitation,
sinceno conflict occursonly if the numberof cliquesclaiming
the slotis < r; andthe time-frequeng-codeslot is free. For
N¢N. —+ oo, wehaveforr; = 2 that

(7
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)
This is an upperboundwhen NN, is finite. Additionally, if
PCRis employed, thenl — p%&H(cj, rj, N,0) is the proba-
bility thatPCRwill beinvoked. Thesumin (1) is drivenby the
first multinomial factor which definesan equivalenceclassof
outcomesithe extensionto caseswhenr; > 2 is straightfor
ward,but lengthy
To performafirst-orderanalysisof the effectof PCRon hard
conflicts,we assumehatthe conflict resolutionseedgenerates
anindependenslot, sothatwe areconcernedvith theprobabil-
ity thatit will conflictwith the othercliquesintersectingatthat
node.We alsoassumehattheclique’s conflictis the only hard
conflictatthatnode.Sincethereare N slots,the probability of
conflictaftera singlePRNGupdatewith the conflictresolution
seeds Cf];l if ; = 1. Hencethe probability thata clique can
communicatdree of hardconflictsat nodej with k£ updatesn
this caseis
Phieen

(CJ'a]-;Nak) =

4 1\ k (2
e (e 1. M.0] (9) ] .

Softconflictsdependn thenumberof slotsandthe physical
topologyvia the numberof cliqueswithin interferingrange,or
earshot. They alsodependon the numberof radiosper node,
r. Someavhatparadoxicallyincreasing: canincreasehe prob-
ability of soft conflicts, sincebandwidthutilization increases.
The probability of soft conflicts could be reducedby the use
of connectvity informationbeyond one hop at the sacrificeof
simplicity.

Theenenpy efficiency of aMA C canbedefinedastheratio of
successfullyusedenegy to thetotal enegy consumedTheau-
thorsof [6] identify severalsourcef enegy wastein wireless
ad hoc nets: collisions, overhearing control paclet overhead,
andidle listening. CRMA addressetheseby its useof cliques
andthe strateyy of only awakeningfor communicationwhen
whenthe cligue meets. Organizationinto cliquesis a form of
proactive coordinationthat allows efficient schedulingof syn-
chronizedwake-sleepcycles. Increasingeitheror both of ¥
and the numberof PCR & roundscan reducethe numberof
hardcollisionsto a negligible level. As mentionecdearlier, soft
conflictsmay resultin collisions,dueto our choiceof limiting
theinformationexchangeo singlehops.Theprobabilityof soft
conflictscanbe reducedby the useof alarge numberof slots
(V). A generalizedanalyticalquantificationof the throughput
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andenepy efficiency of CRMA andsimilar MAC approaches
is undervay.

VIIl. CONCLUDING REMARKS

Thedesignof MAC protocolsfor enegy-constraineédhoc
wirelessnetworks mustbalancea numberof conflicting goals.
Perhapsf paramounimportances wherethe MAC protocol
liesin the joint parametespaceof capacity enepy efficiency,
anddegreeof proactie coordination.The CRMA protocolem-
phasizeshe lattertwo characteristicsandemploys cross-layer
interactionby usingand/orenablingcapabilitiefoundatneigh-
boringnetwork architecturdayers.The capacityof wirelessad
hoc netsis underintenseinvestigation;in particular [11] con-
siderscapacitywithin thecontext of aparticularclassof TDMA
MAC protocolsthatassumes high degreeof proactive coordi-
nation. The developmenif analyticalframenorksthat explic-
itly capturecoordinationand enegy efficiengy in additionto
capacitywould be of greatinterest.
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